M Sophos Managed Threat Response

Total Detections

12K

10K

8K

6K

4K

2K

©

3 4 5 6 / 8 9 10

1 2

11 12 13

14 15 16

Monthly Report
January 1, 2021 - January 31 2021

B This Month Last Month

I -IlllIIIIIIIIIII
17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

Sophos MTR successfully prevented 4 active threats targeting customer data, and measures were put in place to protect against future attacks.

Detections Cases

93,759 5

1 Up by 12.4% from last month

Sophos MTR Protection Rating

Good

All required and recommended
settings are configured.

MITRE ATT&CK Framework

B Exploitation for Client Execution

B Inter-Process Communication

B Command and Scripting Interpreter
B Replication Through Removable Media

All Other Techniques

J, Down by 73.1% from last month

Escalations

1

1 Up by 23.2% from last month

Detection Classification Summary

@ Phishing Attempts 26,897
@ BruteForce 19,263

Fake WAP 17,009
@ Keylogger Injection 14,162
@ Virusor Trojan 13,761
@ Other 2,577
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93,759

Detections

Connector Status Report

XG Firewall
Optional

212

Detections

*

Cloud Optix
Optional

Detections

MTR Connectors for XG and Cloud Optix offer additional
telemetry to aid in investigations and threat hunts.



